Attachment 1

to the Order of the General Director of
Mitsubishi Corporation (RUS) Limited Liability
Company

No. 25/0/2019 dated 10.10.2019

THE POLICY ON PROCESSING OF
PERSONAL DATA

1. GENERAL PROVISIONS

1.1.  This Policy on processing of Personal Data
("Policy") defines the objectives, content and
procedure for processing personal data ("Personal
Data'), measures aimed at the protection of Personal
Data, as well as procedures aimed at identifying and
preventing violations of the laws of the Russian
Federation in the field of Personal Data in Mitsubishi
Corporation (RUS) Limited Liability Company
("Company").

1.2.  The Policy has been developed in order to:

— organize the processing of Personal Data of the
Company's employees and other Personal Data
subjects carried out under the authority of the
Company as the Personal Data operator, and also
in cases when the processing of Personal Data is
entrusted to the Company by another Personal
Data operator in accordance with the
requirements of the current legislation of the
Russian Federation;

— ensure the protection of the rights and freedoms
of a person and a citizen in the processing of
his/her Personal Data, including the protection of
the rights to privacy, and personal and family
secrets.

1.3.  The Policy has been developed on the basis

of the following legal acts:

— The Constitution of the Russian Federation;

— The Labor Code of the Russian Federation;

— The Civil Code of the Russian Federation;

— Federal Law No. 149-FZ dated 27.07.2006 "On
Information, Information Technologies and
Information Protection”;

— Federal Law No. 152-FZ dated 27.07.2006 "On
Personal Data" ("Law on Personal Data");

— Decree No. 1119 of the Government of the
Russian Federation dated 01.11.2012 "On
approval of requirements for the protection of
Personal Data when they are processed in
Personal Data information systems";

ITpniaoxenne 1

k IIpukasy I'enepajbnHOro JupexkTopa
OO0mecTBa ¢ OTPAHHYEHHOI 0TBETCTBEHHOCTHIO
"Muny6ucu Kopnopeitmu (PYC)"

Ne 25/0/2019 ot 01.10.2019 roaga

IIOJIOXKEHHE OB OPITAHU3AIINHA
OBPABOTKHU TEPCOHAJIBHBIX JAHHBIX

1. OBHIME ITOJOXEHUA

1.1. B wacrosmem Ionooicenuu 06 opeanuzayuy
obpabomxu nepconanvueix Oamublx (nanee —
"Ilookenme™) omnpeneneHsl LENH, COAEPKAHWE M
NOPAA0K 06paboTKy NEePCOHANBHBIX JAHHLIX (majiee
— "IIJTa"), Mephl, HanpaBneHHble Ha 3aiuty 1111, a
TAK)Ke [IPOLEIYPHl, HalpaBlieHHbIE HA BBIABJICHHE H
MPeJOTBpAlleHHe HapyHmieHWd 3aKOHONATENbCTBA
Poccuiickoii @eaepaunu & obnactu [1J[H B o61mecTBe
C OrpaHHMYEHHOMW OTBETCTBEHHOCTBIO "MuIirybrcu
Kopnopetimn (PYC)" (nanee —"O6mecTBo").

1.2.

LIeNIAX:

— opranusauud  obpabotku II/lH  paGOTHHMKOR
ObmectBa ©  wuHBIX cyOwbektoB  I1]IH,
OCYLIECTBJIAEMOH B  paMKax  IIOJHOMOYHIA
O6mectBa kak oneparopa I/, a Takke B
ciyyadx, korma obpaborka IT[lH mopydena
Ofmectey apyrum onepatopoM IIJJH B
COOTBETCTBHH C TPeOOBAaHMSIMH IESHCTBYIOIIETO
3aKoHo/laTenbeTBa Poccuiickoii eneparym;

Hacroamee [Ilonoxenue paspaGorano B

— obecrieueHus 3aMIUTHI IIPaB U CBOOO/ YeIOBEKA U
rpaxaaHuHa npu obpabotke ero ITJ{n, B TOM
YHCJIE 3allMTEl MPaB Ha HENPHKOCHOBEHHOCTE
YaCTHOM JKU3HHM, IMYHYIO H CEMEIHYIO TaiiHy.

1.3. Hacrogmee Ilonoxkenue paspaborano c¢
Y4ETOM CHEIYIOIIMX HOPMATHRHO-TIPABOBEIX aKTOB!
— Koncturymms Poccuiickoii @eneparuu;

— Tpynosoii koneke Poccuiickoii @egeparuu;

— TI'paxxnanckuii kopexc Poccuiickoit Menepaiy;

— @epnepanbHblil 3akoH oT 27.07.2006 Ne 149-03
"O6 HH(pOpMaIMH, HH(OPMAIMOHHBIX
TEXHOJIOTHAX U O 3auTe nHpopMaLuu";

— ®@exepanbhblii 3ak0H oT 27.07.2006 Nel152-03 "O
NepCOHANEHBIX NaHHbIX" (nanmee — "3akom o
HEePCOHAIBHBIX JaHHBIX");

— Ilocranoenenue IlpaBurenscTea Poccuiickoit
Oepmeparmn ot 01.11.2012 Ne 1119 "O6
YTBEPKICHUH TpeGopaHmii K 3aMIHTe
MEPCOHANEHEIX JAaHHBIX NMPH HX 00paboTke B



— Decree No. 687 of the Government of the Russian
Federation dated 15.09.2008 "On Approving the
Provision on Peculiarities of Processing of
Personal Data Performed Without Using
Automation Tools";

— Other regulatory legal acts of the Russian
Federation governing the processing of Personal
Data.

1.4.  All employees of the Company who are
allowed to processing of Personal Data must be
acquainted with the Policy and any amendments
hereto, and must rely in their activities on the Policy
and on other local regulatory acts adopted in
accordance herewith.

2. BASIC TERMS AND ABBREVIATIONS

2.1.  The following terms as used herein shall have
the following meanings:

"Automated processing of Personal Data" is the
processing of Personal Data using computer
technology.

— "Biometric Personal Data" is information that
characterizes the physiological and biological
characteristics of a person, on the basis of which
his/her identity can be established and which are
used by the operator to identify the Personal Data
subject.

— "Blocking of Personal Data" is the temporary
suspension of processing of Personal Data (unless
it is necessary to clarify Personal Data).

— "Counterparty" is an individual, individual
entrepreneur, employees and representatives of
the counterparties, signatories of contracts acting
in their own interests or on behalf of third parties
in their relations with the Company in the
framework of or in connection with
proposed/concluded civil law contracts.

— "Confidentiality of Personal Data" is the
obligation of the operator and other persons who
have access to the Personal Data not to disclose to
third parties and not to distribute the Personal
Data without the consent of the Personal Data

WHPOPMALHOHHBIX
JaHHBIX";

— IMocrasoeneumne IlpaBurenscrBa Poccuiickoit
Qepepaunn ot 15.09.2008 Ne 687 "O6
yreepxkiaeuun IlonoxkeHus o6 ocoOeHHOCTAX
06paboTkH MEPCOHAIBHBIX JAHHEIX,
ocyliecTB/iAeMoi 0e3 HCIONB30BaHMSA CPEACTB
ABTOMAaTH3AITHH";

— wuHble HOPMaTHBHO-IIPAaBOBBIE aKThl Poccuiickoi

CUCTEMAX TMEPCOHATIBHBIX

Qenepalyyl, perIaMEHTHPYIOIIME  BONPOCHI
o6pabotku [1/1H.
1.4.  Bce paGorHuku OOmecTsa, AOIMyLHICHHBIE K

obpabotke I1/H, AOLKHBI OBITE O3HAKOMIIEHBEI C
nacroaumM [TonoxxeHneM U JIroObIMHA H3MEHEHUAMH
K HEMY TIOJ MOIIHCH U NOJDKHBI PYKOBOJACTBOBATECA
B CBO€H JeaTeNbHOCTH HACTOSLMM IlonoxkeHneM u
TIPUHATEIMH B COOTBETCTBHM C HUM JIOKAJIbHBIMU
HOPMATHUBHBIMH aKTaMH.

2. OCHOBHBIE TEPMHWHBI u
COKPAIIIEHHUA
2.1.  Cremyroume ynorpedisgeMble B HACTOALIEM

TonokeHMH TEPMUHBI KMEIOT YKA3aHHBIC HUKE

3HAYCHHA:

"ABTOMaTH3HPOBAHHASA o0paboTka
NEPCOHANBLHBIX  [JaHHBIX" obpaboTka
HEPCOHANBHBIX JAaHHBIX C IIOMOMIBIO CPEJCTB
BBIYHCJINTEIBHON TEXHHUKH.

— "BHomeTpHYecKHe MEPCOHAIbLHBIEC JaHHbIE" —
CBEJICHHA, KOTOpBIE XapaKTepU3yIoT
(dhusnonornueckue W Onoyoruyeckue
0COOEHHOCTH 4YeJIOBEKa, Ha OCHOBAHHH KOTOPBIX
MOJKHO YCTA@HOBUTH €r0 JIMYHOCTD H KOTOpBIE
HCTIONB3YIOTCSA ONEPATOPOM JUIA YCTAHOBJICHHUS
JIMYHOCTH CYOBEKTa IIEPCOHATBHBIX JaHHBIX.

~ "BJaoxHpOBAHHE NEPCOHANBHBLIX AAHHBIX"' —
BpeMeHHOe mnpekpawmeHue oOpaborku IIJH (3a
HCKIIIOYEHHeM  ciayvyaeB, ecnn  ofGpaorka
Heobxomuma g yrounenus I1]1H).

— "KouTparenT" ¢$uznueckoe JIUIIO,
WHIMBHYAIbHBII npeanpUHAMAaTeNb,
paGOTHHKM M TMPEJCTABUTEH KOHTPareHToB,
HOJIIMCAHTHI JOTOBOPOB, IEHCTBYIOIIHE KaK B
coOCTBEHHBIX HHTEepecaXx, TaK U
NpPeICTAaBISIOIHX HHTEPECH TPETbHX JIMI B MX
oTHoOIIeHHAX ¢ OGLIECTBOM B paMKaX MITH B CBSI3H
¢ NpeanojaracMBIMH/3aKTIOYAaeMBIMHA  HJIH
3aKITIOYEHHBIMH rPaXIaHCKO-TIPABOBBIMH
JOrOBOPaMH.

— "KonduaeHuuaIbHOCTH MepPCOHATBHBIX
JaHHBIX" — 00A3aHHOCTE ONEPATOPa M UHBIX JIMIL,
monyuuBmmx zoctyn K I1JIH, He pacKkphIBaTh
TPEeTBUM JIHIIaM H He pacnpoctpanaTe I1J[H 6e3
cormacus cyowekta [1JIH, ecmu HHOe He



subject, unless otherwise provided by the
legislation of the Russian Federation.

"Material medium" refers to a machine-readable
medium (including magnetic and electronic
mediums), on which the recording and storage of
Personal Data are carried out, as well as to
documents containing Personal Data.
"Non-automated processing of Personal Data"
is the processing of Personal Data without the use
of automation tools (without using computer
technology).

"Processing” means any action (operation) or set
of actions (operations) realized by means of
automation facilities or without such facilities
involving Personal Data, including collecting,
recording, systematizing, accumulating, storing,
correcting (updating and amending), retrieving,
using, transmitting (distributing, providing and
accessing), depersonalizing, blocking, deleting
and destroying Personal Data.

"Publicly available Personal Data" mean
Personal Data that were made available to an
unlimited number of persons by the Personal Data
subject or at his/her request, Personal Data that
were included in publicly available Personal Data
sources with the written consent of the Personal
Data subject, or Personal Data that are subject to
publication or mandatory disclosure in
accordance with the current legislation of the
Russian Federation.

"Operator" is a state body, municipal body, legal
entity or individual, independently or jointly with
other persons, organizing and/or performing
Personal Data processing, as well as defining the
purposes of Personal Data processing, categories
of Personal Data to be processed and actions
(operations) performed with Personal Data.

"Personal Data" means any information relating
to a directly or indirectly identified or identifiable
individual.

"Employee" means an individual maintaining
employment relations with the Company.

"Dissemination of Personal Data" refers to
actions aimed at disclosing Personal Data to an
indefinite circle of persons.

"Subjects” and "Subjects of Personal Data"
means Employees (including former Employees)
and their relatives, job applicants, Counterparties
and other persons whose Personal Data are
processed by the Company.

MPeyCMOTPEHO 3aKOHOJATETECTBOM
Poccuiickoii @eaeparnum.
"MaTepuabHbIi HOCHTEJb" -

MAIIMHOYHTAEMBIH HOCHTENb HHGOpPMAamH (B
TOM YMCJIE MAarHMTHBI M 3JIEKTPOHHEIN), Ha
KOTOPOM OCYIIECTBIIAIOTCA 3alUCh U XpaHEHUE
I1n, a Taxxke coaepsxamue I1/[H noKyMeHTEL.
"HeaBTOMATH3MPOBAHHAS o0paborka
NePCOHANLHBIX  AaHHBIX" —  oOpaGoTka
HNEPCOHANBHBIX JAaHHBIX 0€3 HCIOIB30BaHuA
CpeacTB apToMaTH3aluu (0e3 HOMOLIM CPEeCTR
BEIMUCIIUTEIILHON TEXHUKH).

"Oo6paboTka" o3Hauaer To0oe JeilicTBHE
(omepaumio) WIH  COBOKYNHOCTh  JEHCTBHIA
(onepauuiil), coBeplIaeMBIX C HCIOIB30BAHHEM
CPEACTB aBTOMATU3ALMH HITH 03 MCI0JIb30BaHHS
Takux cpeacts ¢ I1]IH, Bximrodas cGop, samuce,

CHUCTEMAaTU3alHUIO,  HAKOMICHHWE, XpaHEHMe,
YTOUHEHHE (obHOBNEHHE, U3MEHEHME ),
H3BJICUECHHE, HCIIONIb30BaHKe, nepenavy

(pacmpocTpaHeHHe, NPEAOCTaBIeHKe, JOCTYI),
obe3nnuMBaHKe, OJIOKUPOBAaHHME, YHAIEHHME,
yHuuTokenue [1/[H.

"O0meaocTYIHbIE HepCOHATbHLIE HaHHBIE" —
IT/Tn, nocTyn HEOrpaHHYEHHOTO Kpyra JIML K
KOTOPBIM IIpeflocTaBieH cyObekToM T1J[H win mo
€ro mpoce0e, BKIMOYEHHBIE B OOIIEIOCTYIIHBIE
uctouHuku IIJIH ¢ mnwckMeHHOro cormacus
cybbekTa Iu WU TIOJUTIEKAIIHE
OTyOJINKOBaHUIO WITH oba3aTensHOMY
PACKpBITHIO B COOTBETCTBHH C JEHCTBYIOLIMM
3akoHoAaTeNbCTBOM Poccuiickoii @epepaliun.

"Onepartop" rocyJapcTBeHHBIH  Opras,
MYHHLMIAJIBHBIA  OpraH, IOPHAMYCCKOE WM
dm3nyecKkoe  JIMIO, CaMOCTOATENBHO MM

COBMECTHO C JIPYI'MMH JIMLIAMH OPraHHU3YIOUINE U
(um) ocymectBisomue obpaborky I1JIH, a
TaKKe OINpefensiompe Lean obpaborkm I11H,
coctas I1/{n, noanexamux o6paboTke, meiicTrHs
(onepamum), corepmaemsie ¢ I1)u.

"Ilepconanbnrie nanabie” win "ILAR" — mobas

pHQOpMaLMA, OTHOCAINAACA K NPIMO WM
KOCBEHHO OIpPENEICHHOMY HIIH ONpeHensieMOoMy
duzugecKoOMy JIHUITY.

"PaGoTHHK" oO03HauaeT (U3HMYECKOE JIMIIO,
BCTYIIUBIIEE B  TPYAOBBIE OTHOINIEHHS C
O61mecTBOM.

"PacnpocTpaHeHHe NEPCOHANBHBIX JAHHBIX" —
JCHCTBHA, HalpaBlieHHBle Ha packpertie I[1/Tn
HEOIPEACICHHOMY KpyTY JIALL

"CyObeKkTnl", "Ccy0BbeKTHI NEPCOHANBLHBIX
AaHHBIX" 03Ha4aeT PaGOTHHKOB (B T.4. GBIBIIMX)
M YICHOB HX CEMEH, KaHaunaroB Ha paCoTy,
KonTparenToB, wmHBIX Jsmum, weu I[1Ja
obpabatbiBaroTcst O0IECTBOM.



3.

"Cross-border transfer of Personal Data" is the
transfer of Personal Data to the territory of a
foreign state, to an authority of a foreign state, a
foreign individual or a foreign legal entity.

"Destruction of Personal Data" refers to actions,
as a result of which it becomes impossible to
restore the content of Personal Data in the
Personal Data information system and/or as a
result of which the material media of Personal
Data are destroyed.

PRINCIPLES OF PROCESSING OF

PERSONAL DATA

3.1.  Processing of Personal Data in the Company
should be subject to the following principles:

The processing of Personal Data must be carried
out in a legal and fair manner.

The processing of Personal Data should be limited
to the achievement of specific, pre-defined and
legitimate purposes. Processing of Personal Data
incompatible with the purpose of collecting
Personal Data is not allowed.

Combining databases containing Personal Data
that are processed for purposes incompatible with
each other is not allowed.

The processing is subject only to Personal Data,
which meet the objectives of their processing.
The content and volume of the processed Personal
Data must comply with the stated processing
purposes. The Personal Data processed should not
be excessive in relation to the stated purposes of
their processing.

When processing Personal Data, the accuracy of
Personal Data, their sufficiency, and, if necessary,
the relevance to the purposes of processing of
Personal Data should be ensured. The Company
must take the necessary measures or ensure their
acceptance to remove or update incomplete or
inaccurate data in accordance with the local
policies of the Company.

The Personal Data shall be stored in a form that
allows the Personal Data subject to be identified
for no longer than it is required for the purposes
of processing of Personal Data, unless the period
of storage of the Personal Data is established by
federal legislation or a contract to which the
Personal Data subject is a party, beneficiary or
guarantor. Processed Personal Data are subject to
destruction  or  depersonalization  upon
achievement of the purposes of their processing or
in the event that there is no further need for these

— "TpaHcrpaHH4YHAas OepeJayda MOePCOHAJBHBIX
maunpIx" — nepemava IIJIH Ha TeppUTOPHIO
HHOCTPAHHOTO TrOCYJapCTBa Oprady BJIaCTH
HHOCTPAHHOTO TOCYAapcTBa, HHOCTPAHHOMY
¢usHyeckoMy MLy HAM  HMHOCTPaHHOMY
IOPHAMYECKOMY JIHLLY.

— "VHHYTOXeHHE NEPCOHAJBHBIX JAHHBIX"
IeHCTBHSA, B pe3yJlbTaTeé KOTOPBIX CTaHOBHTCA
HEeBO3MOXKHBIM BOCCTAaHOBUTH coaepxkanue I1/[n
B uHdopmanmonHoii cucreMe IIJIH u (uom) B
pe3yapTare KOTOPBIX YHHUTOXKAIOTCS
MarepuaibHeie HocuTend I11H.

3. MPUHHHAIIBI OBPABOTKHA
HNEPCOHAJIBHBIX TAHHBIX

3.1. OGpaborka IIJlu B OO6liecTBe HO/KHA
OCYIIECTBNATECA € COOJIIOZEHHMEM  CNEAYIOIMX
TPUHLIAIOB:

— Ob6paborka I1JI[H n0o/bKHA OCYWECTBIATECS Ha
3aKOHHOM H CIIpaBeTHBOIH OCHOBE.

— O0paGorka II/[H moKHa  OrpaHM4MBATHECA
JOCTHKEHHEM KOHKDETHBIX, 3apaHee
OnpedeNieHHBIX M  3akOHHBIX Leneid. He
nomyckaetcs obpaborka I1][1, HecoBMecTHMA C
nensamu cbopa I11H.

— He pomyckaercs o0BequHeHHe 0a3 JaHHBIX,
conepxamux IIJlH, ob6paboTka  KOTOpBIX
OCYIECTBAAETCS B LEIX, HECOBMECTHMBIX
Mex Iy coOoH.

— Ob6pabotke momnexar Tonbko I1JIH, koTOpHIE
OTBEYAOT LIeJIAIM UX 00paboTKH.

— Conepxanue U o0bem obpabareiBaembix I1JIH
JOJDKHBI COOTBETCTBOBATH 3asBACHHBIM LEJISM
o6pabotkn. O6pabareiBacmbie I1/[H He JOMKHBI
ObITe  KM30OBITOYHBIMH MO  OTHOLICHHIO K
3a7BJIEHHBIM LIeJIAM HX 00paboTku.

— IIpu o6paGotke IT){1 10MKHBI O6BITH OOECTIEUESHBI
Tounocts IIJIH, WX [AOCTAaTOYHOCTH, a4 B
HEOOXOIMMEBIX CHydYasX K akKTyalbHOCTh IIO
OTHOLIEHHIO K menaM oOpaborku  I1JH.
O61ecTBO JOIKHO MPHHMAMATh HEOoOXOAMMEIE
Mephl Jinbo obecrieyMBaTh WX NPHHATHE IO
YIANEHHIO WIM YTOYHEHHMIO HEMOJHEIX WK
HETOYHBIX JIAHHBIX B COOTBETCTBHH C JIOKAJIBHO-
HOpPMAaTHBHBIMH akTamMu OO0IecTBa.

— Xpanenwe IIJ[H ocymecteisercs B Qopme,
nosposinolneii onpenenuts cyovexra I1/H, He
JOIBINe, YeM 3TOro TpebyroT uemu obpaboTku
I1/In, ecnu cpok xpaHenud 11]H He ycTaHOBIICH
(enepabHBIM 3aKOHOM, JIOTOBOPOM, CTOPOHOMH
KOTOpOroO, BBICOJIOTIPHOOpETaTEIEM WA
NIOpy4HTENIeM IO KOTOPOMY SBJIS€TCS CYOBEKT
IIJu. O6pabateiBacmele IIJ[H  moamexar
VHUYTOXKEHUIO 1100  00e3NM4YMBaHUIO IO
OOCTIDKEHHH Leyell o0paboTkH WIH B CiIydae
yTpaTel HeOOXOOUMOCTH B JOCTHKEHHH 3STHX



purposes, unless otherwise provided for by
federal law.

4. CONDITIONS AND PROCEDURE FOR
PROCESSING OF PERSONAL DATA AND
IMPLEMENTED REQUIREMENTS FOR THE
PROTECTION OF PERSONAL DATA

4.1.  The purposes of processing of Personal Data
are determined by the General Director of the
Company and/or the person responsible for
organizing the processing of Personal Data, and are
set forth in the List of personal data. Processing of
Personal Data for purposes that were not included in
the List of personal data is not allowed, except in
cases when the obligation to carry out such
processing is expressly provided for by- current
legislation.

4.2.  Processing of Personal Data in the Company
may be carried out only if one of the following legal
grounds exists:

— processing of Personal Data is carried out with the
consent of the Personal Data subject.

— processing of Personal Data is necessary to
achieve the goals stipulated by the international
treaty of the Russian Federation or the law, for the
implementation and fulfillment of the functions,
powers and duties assigned by the legislation of
the Russian Federation to the Company.

— processing of Personal Data is necessary for the
execution of a judicial act, an act of another body
or an official to be executed in accordance with
the legislation of the Russian Federation on
enforcement proceedings.

— processing of Personal Data is necessary to
execute a contract in which the party, the
beneficiary or the guarantor is the Personal Data
subject, as well as to enter into a contract initiated
by a Personal Data subject or into a contract in
which the Personal Data subject will be the
beneficiary or the guarantor.

— processing of Personal Data is necessary to
protect the life, health or other vital interests of
the Personal Data subject if it is not possible to
obtain the consent of the Personal Data subject.

— processing of Personal Data is necessary for the
exercise of the rights and legitimate interests of
the operator or third parties, or for the
achievement of socially significant goals,
provided that this does not violate the rights and
freedoms of the Personal Data subject.

— processing of Personal Data is carried out for
statistical or other research purposes (except for

Lhene, eciam  HHOE
denepanbHBIM 3aKOHOM.

HE  IIPeIyCMOTPEHO

4. YCJIOBHUA M ITOPATOK OBPABOTKHA
ITEPCOHAJIBHBIX JAHHBIX n
PEAJIM3YEMbIE TPEBOBAHWSI K 3AIIATE
ITEPCOHAJIBHBIX JAHHBIX

41. Ilenm obpaborku II[IH onpexpenaorcs
I'enepanbHbiM  gupekTopom OO6mectBa u - (M)
JIMIIOM, OTBETCTBEHHBIM 32 OpraHM3aIHio 06paboTki
I8, u sakpemnssorcss B [lepeune nepconanvubix
Oannwix. Obpaborka I1JIH B 1iensx, KOTOpEIe He ObLIH
BKJIIOYEHBI B [lepeyens nepcoHanbHuIX OaHHbIX, HE
JOIyCKAeTCs, 3a MCKIIOYeHHeM CIIyuaeB, KOraa
O0s3aHHOCTE  OCYINECTBIIATE Takylo 0OGpaboTky
HpsMO IpeAyCMOTpeHa JIEACTBYIOIMM
3aKOHO/JATENILCTBOM.

4.2. Ob6paborka TIJlu B OOCImecTBE MOMKET
OCYIIECTBIIATECA MCKIIOUMTEIEHO IPH  HATHYHU
OJTHOTO U3 CJIEYFOLUMX NIPaBOBBIX OCHOBAHHIA:

— oOpabotrka [1JlH ocymiectsnsercs ¢ cornacus
cyopexra [1/1H Ha o6pabotky ero I1/x;

— obpabortka I1/IH HeoGXxonuMa A AOCTHIKEHMS
Uened, NPeTyCMOTPEHHBIX — MEXKIYHapOAHBIM
JoropopoM Poccwiickoii  ®epeparmu  wu
3aKOHOM, Hjl1 OCYLUECTBNEHHS M BBHIOJHCHHA
BO3JIO’KEHHBIX 3aKOHOAATEIBCTBOM PoccHiickoi
Denepanuu Ha Obmecteo byHxmi,
MTOJTHOMOYHI ¥ 0643aHHOCTEN];

— obpaborka II/lH HeoOxomuma Ui HCIIOIHEHHUS
CyleOHOro axTa, akTa IPYroro oOpraHa HiIx
JOJDKHOCTHOIO JTHLIA, TTOUIEXKAIMX UCIIOIHEHHIO
B COOTBETCTBHM C  3aKOHOZATENLCTBOM
Poccuiickoli ®@enepaipin 006 HCIOMHHUTENBHOM
MPOU3BOJCTEE;

— obpaborka [1/lH HeoOxomuMa 1)1 MCIIONHEHHUS
JOrOBOpa, CTOpoHO KOTOPOTo aubo
BBITOJIONPHOOpETATENIEM WM MOPYYMTENEM IO
KOTOpOMY sBigeTcs cyonekT I1/]H, a Taxke s
3aKJIIOYEHHS AOTrOBOpa 10 WHHIMATHBE CYOBeKTa
I1/11 v norosopa, no koropoMmy cyosext I1/]a
Oynmer SABIATHCA BHITOHONpPHOOpETATENIEM WM
MOPY4YUTENEM;

— obpaborka II/lH weoOxommma JyIa 3alLUTHL
JKH3HH, 300POBbS UITH WHBIX JKH3HEHHO BasKHBIX
uHTEpecOB cybwekra IIJIH, ecnm moMyueHHe
cornacus cyopekta IT/TH HeBO3MOMKHO;

— obpabotka I r HeobXxoHMa i
OCYINECTBIEHHA IPaB M 3aKOHHBIX HHTEPECOB
orneparopa HIH TpeTbHX JHI, Jubo s
JOCTIKEHHS OOLIECTBEHHO 3HAYNMBIX LieJIel IIPH
YCIIOBHM, YTO IPH 3TOM HE HapyIIAKOTCs TIpaBa U
cBoboxsl cyOnexra I1/1H:;

— obpaborka I u OCYILIECTBIISIETCS B
CTATHCTHYECKUX WIH WHBIX MCCIENOBATEIbCKHX



the purposes specified in Article 15 of the Law on
Personal Data), subject to the mandatory
depersonalization of Personal Data.

— processing of Personal Data is carried out
provided that access to an unlimited number of
persons is provided by the Personal Data subject
or at his/her request.

— Personal Data that are subject to publication or
mandatory disclosure in accordance with the
federal legislation of the Russian Federation are
processed.

4.3.  The Company processes the Personal Data of

subjects of the following categories:

— Employees (including former Employees);

— relatives and close associates of Employees
(including former Employees), affiliates'
employees;

— job candidates;

— Counterparties;

— Other entities and individuals applying to the
Company (if necessary, processing their Personal
Data in order to fulfil their requests);

— Other categories of Personal Data subjects
specified in the List of personal data.

4.4.  The List of personal data is compiled by the
person responsible for organizing the processing of
personal data in the company, taking into account the
current needs and business processes of the
Company, and is approved by the order of the General
Director of the Company or by the order of the person
responsible for organizing the processing of Personal
Data in the Company. Processing of Personal Data
not included in the List of personal data is not
allowed, except in cases where the obligation to carry
out such processing is provided for by current
legislation.

4.5. Decisions on amendments to the List of
personal data are subject to the Rules for assessing
the possible harm to personal data subjects in case of
violation of the requirements for processing and
ensuring the security of personal data, which are
approved by the order of the General Director of the
Company or by the order of the person responsible for
organizing the processing of Personal Data in the
Company.

4.6.  The List of persons allowed to processing of
personal data is compiled by the person responsible
for organizing the processing of Personal Data in the
Company and is approved by the order of the General
Director of the Company or by the order of the person
responsible for organizing the processing of Personal
Data in the Company.

IendX, 3a UCKIIOUEHHeM LeleH, yKasaHHBIX B
crarbe 15 3akoHa 0 MepcoHanbHbIX JaHHBIX, IPH
ycnoBuH obg3aTensHOro obesnuunpans 11/14;

— ocymecteiasercs obpaborka I1[In, noctyn
HEOTPaHHYEHHOTO Kpyra JMI K KOTOPBIM
npepocraeied cyosekroM IIJ[H mu6o mo ero
npocsbe;

— ocymecTrnseTcsa obpaborka I1JIH, moamexaurmx
OnMyOIHKOBaHHIO HIH o0A3aTeIbHOMY
PACKpBITHIO B COOTBETCTBMH C (eAepalbHbIM
3aKOHOJaTebcTBOM Poccuiickoil Denepanun.

4.3. O6mecrBo o6pabatpiBaeT IIJIH cy6bekToB
CHICAYIOINX KaTeropuii:
— Pa6otHHKOB (BKTIOYas ObIBLUIMX PaGOTHHKOB);

— YIEHOB CEeMbHU pabOTHHUKOB (OpIBIIMX
paboTHHKOB) Oneparopa, paboTHHKOB
abdunupoBaHHbIX JIWLL

— KaHAWAATOB Ha paboTy;

— KonTpareHTOB;

— HHBIX cyOBeKTOB, obpamaromuxcs B O6WecTBO
(mpu HeobxomauMocTH obpabotku mx I1Jn mns
1iesieil BBINIOJIHEHKS MX 3aIIPOCOB);

— uHbIX Kareropuii cyosektoB [1/IH, yxa3aHHBIX B
Ilepeyne nepconanvHbix OGHHBIX.

4.4.  Ilepeuenv HEPCOHANbHBIX oannwix
dopMupyeTcs  JIMIIOM,  OTBETCTBEHHBIM 34
opranmzanmio  obpaborku IIJn B OO6mectre, ¢
y4eToM TeKymMx norpebHocTedl u  Om3Hec-
nporieccoB OOIIeCTBa, ¥ YTBEPAKAAETCS NPHKA30M
T'enepansHoro aupextopa OO6lnecTea WIH JMLA,
OTBETCTBEHHOTO 32 opraHuzauuio obpabdorku [1/1s B
O6mectee. OGpaGorka I1J[H, KoTopele He ObBUIH
BKIIOYEHBI B [Tepeuens nepcoHanbHblX OaHHbLX, HE
NOMyCKaeTcs, 3a HCKIIOYEHHEM CITy4aeB, KOrjaa
00A3aHHOCTE  OCYIIECTBIATE Takyio oO6paboTky
[PeIyCMOTPEHa AHCTBYIOLIAM 3aKOHOIATEILCTBOM.

4.5.  TlpuHATHE peleHHH O BHECEHMH H3MEHEHMH
B Ilepeuens nepconanvibix OaHHBLX, OCYIIECTBIIACTCA
¢ yueroMm IlIpagun OYeHKU 6O3MOJICHO20 6pedd
CcyOvekmam nepcoHaibHuiX  OaHHBIX 6  CAyuae
Hapywenuss  mpebosanuii no  obpabomke u
obecneuenuio 6e30nacHocmu NePCOHANLHBIX OQHHBIX,
KOTOpBIE YTBEPXKAAIOTCA IPHKa3oM IeHepanbHOro
JwpekTopa ObIiecTBa WIH JIUIA, OTBETCTBEHHOIO 34
opranusawmo o6pabotky [115 B O61wectse.

4.6. Ilepeuenv nuy, oonywenuvix xk obpabomxe
nepcoHanbHelX  OQHHBIX,  (OPMHPYETCA  JIMLIOM,
OTBETCTBEHHBIM 3a opranusammio obpaborku I1/1H B
OGmecTse, 5 YTBEepIKAaeTCs NIPHUKa30M
[enepanbHOro jupekropa Ob6miecTea MM JIHIA,
OTBETCTBEHHOTO 3a opraHuzanuio obpaborku I1JIH B
Ob6wecTee.



477. The Company does not handle special
categories of Personal Data related to race and
nationality, political, religious and philosophical
convictions, health status, or intimate life, except for
cases when the processing of health status Personal
Data is carried out in accordance with labor
legislation, legislation on state social help or
legislation on compulsory social insurance, in case of
temporary disability and in connection with
maternity, or pension legislation of the Russian
Federation, as well as in other cases when such
processing is necessary for certain purposes and
carried out under legal grounds (e.g. Personal Data
subject's written consent).

4.8, The Company does not process biometric
Personal Data.

4.9.  The Company does not make decisions that
give rise to legal consequences in relation to the
Personal Data subject or otherwise affect his/her
rights and legitimate interests, based on the
exclusively automated processing of his/her Personal
Data.

4.10. Ifitis necessary to obtain Personal Data from
third parties, it is necessary to notify the Personal
Data subject in advance and inform him/her about the
name and address of the operator, the purposes and
legal grounds, the alleged users of Personal Data, the
sources and methods of obtaining Personal Data, as
well as the Personal Data subject's rights provided for
by the Law on Personal Data. The Company has the
right not to notify the Personal Data subject about the
processing of Personal Data received from third
parties if the subject was notified by the relevant
operator, or if Personal Data have been made publicly
available by the Personal Data subject, were received
from publicly available sources or in other cases
provided for by the Law on Personal Data.

4.11. In order to organize information support and
communications, the Company may, if necessary,
create and maintain such publicly available Personal
Data sources as directories (lists of Employees, some
employees of Counterparties), internet sites, etc.,
including using its own Personal Data information
systems and Personal Data information systems
owned by other persons.

4.7.  ObmectBo He 00pabaTHIBaeT CIENUATIBHBIE
kareropur II[lH, Kkacarommxcs  pacoBoll H
HAIlMOHAJIBHOH TNPHHAIJIE)KHOCTH, TTONHTHUYSCKHX
B3TJISAOB, PEIMTHO3HEIX W ¢dunocopekmx

yOexneHuiA, COCTOSHUSA 3J0POBES, MHTHMHOM KHU3HH,
KpoMe ciiyuaes, korja oopabotka ITJIH o cocToaHul
300pOBbl  OCYLIECTBISETCS B COOTBETCTBHH C
TPYAOBBIM 3aKOHOAATENICTBOM, c
3aKOHOJATENECTBOM 0 rocyAapCcTBEHHOM
COLMANBHOM MOMOIM, 3aKOHOJATEIBCTBOM 00
00s3aTeNbHOM COLHAEHOM CTPaxOBaHHH Ha CIydail
BPEMEHHOH HeTpyRoCHnocOGHOCTH M B CBA3HM ¢
MaTepHHCTBOM, MEHCHOHHHIM 3aKOHOJATE/IHCTBOM
Poccuiickoii @enepanuy, a Takke MHBIX CIyYaeB,
korma Takas oOpaborka HeoOxomuma oA
ONpEJICNIEHHBIX LENeH W BefeTcs NpH HaIHYMH

3aKOHHBIX OCHOBaHHWH (HAmpuMep, NUCHEMEHHOEe
cornacue cyonexrta [111H).

4.8.  OO6umectBO HE obpabareiBaet
6uomerpuueckue [1]TH.

49. OO6mecTtBo He NPUHUMAeT pPeLICHHI,

MOPOXAAIOMIUX  IOPUIOUYECKHE  IIOCHEHCTBHS B
oTHoieHUn cybwekra [I/lH wWiH HHBIM 06pazoM
3aTPparuBarollee ero NPaBa U 3aKOHHBIE HHTEPECH], HA
OCHOBaHHMH MHCKJIIOUUTEIEHO aBTOMATH3HPOBAHHOM
o6paboTku ero [1/1H.

4.10. B cayuyae BO3HHKHOBEHHS HEOOXOIMMOCTH
nonyuenus IIJIH y TpeThux nuu, cleayer A0 Havana
0o0paboTku wu3BecTHTh cybwmekTa IIJJH 06 3TOM,
cOoO0IIHB eMy O HAMMEHOBAHUH U aJipece Oreparopa,
LENIX M NPAaBOBBIX OCHOBAHUSX, TPEATIOIaraeMbIx
nonb3oeatensax IIJ[H, mMcTOUHHKAxX K crocobax
nonyuenus ILJ[H, a Takke O NpexyCMOTPEHHBIX
3aKOHOM O MEePCOHALHBIX NaHHEIX MpaBaX cyOoreKTa
ITn. O6mectso Bpase He u3BemaTs cyonrexra I1In
06 obpaboTke momyueHHBIX y TpeThbHX JHI I1JH,
eciiH cyOBeKT ObLT yBeZOMIIEH 00 OCYIIECTBICHUH
06paboTKH COOTBETCTBYIOIIMM ONEPATOPOM, JHOO
IITn  cpenansl  OOWENOCTYNHBIMH  CYGBEKTOM
NMEPCOHANBHBIX ~ AAHHBIX WM  [OAYYEHBl M3
O0ILEeOCTYIIHOTO HMCTOYHHMKA, 4 Takke B MHBIX

cIyJasx, MPeIyCMOTPEHHBIX 3aKoHOM )
MepCOHATIBLHBIX JaHHBIX.
4.11. B nendx opraHuzal@id HHPOPMAITMOHHOTO

obecnedeHHUA © KOMMYHHKaIHif OGIIECTBO MOKET, B
ciiyyae HeoOXOIAMMOCTH, CO3JaBaTh M BECTH TaKHe
ofmenoctynHele neTogHUKY [TJ[H Kak cripaBOYHUKH
(cnucku  PaGOTHUKOB, HEKOTOPBIX pPaGOTHHKOB
Konrparenros), IHTepHET-CATHI ¥ ., B TOM YKCIE
C MCTIOJIb30BaHHEM COOCTBEHHBIX MHAOPMAIIMOHHBIX
cucteM [IJln u undopmarmonHsx cuctem I1JIH,
BITaAeIbIIaAMH KOTOPBIX ABIAIOTCA MHEIE JIHIIA.



4.12. When collecting the Personal Data of
Personal Data subjects who are citizens of the
Russian Federation, the Company provides for
recording, organizing, accumulating, storing,
clarifying (updating and changing), and retrieving
Personal Data with the use of databases located on the
territory of the Russian Federation, except for the
cases specified in the Law on Personal Data.

4.13. The particularities of the non-automated
processing of Personal Data are established by the
Rules for processing of personal data without the use
of automation means, which are subject to approval
by the order of the General Director of the Company
or by the order of the person responsible for
organizing the processing of Personal Data in the
Company.

4.14. The particularities of processing of Personal
Data in Personal Data information systems are
established by the Policy on security of personal data
processed in IT systems and other local regulatory
acts of the Company, which are subject to approval
by the order of the General Director of the Company,
by the order of the person responsible for organizing
the processing of Personal Data in the Company, or
by the order of the person responsible for ensuring
Personal Data security with regard to their processing
in the Personal Data information systems.

4.15. The List of IT systems of personal data is
approved by the order of the General Director of the
Company, by the order of the person responsible for
organizing the processing of Personal Data in the
Company, or by the order of the person responsible
for ensuring Personal Data security with regard to
their processing in the Personal Data information
systems. Processing of Personal Data with the use of
information systems not included in the said list is not
permitted.

4.16. The List of storage locations of documents
containing personal data is approved by the order of
the General Director of the Company or by the order
of the person responsible for organizing the
processing of Personal Data in the Company. If it is
necessary to make changes to the List of storage
locations of documents containing personal data, the
interested person is obliged to contact the person
responsible for organizing the processing of Personal
Data in the Company in order to make changes in the
List of storage locations of documents containing
personal data. Storing documents containing
Personal Data in premises or other places for storage
not included in the List of storage locations of
documents containing personal data is not permitted.

412. Tlpu cbope IIJm cyOwvekroB II/IH,
ABIIAIOIMXCs rpaknasaMu Poccuiickoii @eneparyy,
O61uecTBO obOecreudBaeT 3aNKch, CUCTEMaTU3aLMIO,
HAKOILUIEHHWE, XpaHeHwe, yrouHeHwe (0OHOBIEHHE,
n3MeHenue), u3pnedenue I1/[H ¢ ucnons3oBaHUEM
6a3 JaHHBIX, HaXOOJUIMXCH Ha TEPPUTOPUH
Poccutiickoit @enepanny, 3a UCKITIOUEHUEM CITYUaeB,
yKa3aHHBIX B 3aKOHE O IEPCOHAIBHBIX JaHHBIX.

4.13.  OcobenHoctu HEaBTOMATHU3UPOBAaHHON
obpabotkn II[lH ycraHaBnuBaroTcst Ilpasunamu
obpabomxu HEePCOHATbHBIX OGHHBIX bez
UCNONBL308AHUSA CPEOCE ABMOMAMU3AYUY, KOTOPhIE
yTBEPXKIAIOTCS NpHka3oM I eHepanbHOro AUPeKTopa

OflecTpa WIM  JiMIa, OTBETCTBEHHOrO  3a
opranmsaumo 06paborku I1/IH B ObmecTse.

4,14, OcobenHocty 00OpaboTku I Is B
HMHPOPMALIMOHHBIX cHcTeMax I11n

ycraHapnuBaioTcs Ilonojicenuem 06 obecnevenuu
besonacnocmu  NePCcoHANbHBIX  OAHHBIX NPU  UX
obpabomke 6  uHOpMayuouwelx — cucmemax
HEPCOHANbHBIX  OAHHLIX W HHBIMH JIOK&IbHBIMH
HOpPMaTHBHBIMH  akTamMu OOmmecTBa, KOTOpBIE
YTBEPXKIAIOTCS NMpHKa30M ['eHepanbHOTO JHpeKTopa
O6mecrea HIM  JIMLA, OTBETCTBEHHOTO  3a
opranmaumio o6paborku [/l B Obmectee, uim
JIULA, OTBETCTBEHHOTO 3a obecnieueHue
OezomacHoctn I/l mpu  obpabotke B
uHbopManHoHHbIX cucTemax I1/IH.

4.15. Ilepeuenv  UHQOPMAYUOHHLIX  CUCHEM
NepCOHANbHLIX OAHHbIX YTBEPIKIACTCA IIPUKA30M
[enepanbHoro aupexropa OOWiecTBa WIM JULA,
OTBETCTBEHHOrO 3a opranmu3auuio obpaborku I1J[H B
OOCmecTBe, WIM JMIA, OTBETCTBEHHOIO 34
obecneyenne GezonacHoctH I1JIH npu o6paboTke B
undopmamonnex cuctemax I1J1H. He nomyckaercs
obpaboTka OB c HCIIOJIb30BaHHEM
HHGQOPMAIMOHHBIX CHCTEM, KOTOpble He ObUH
BKJIFOYEHBI B YKa3aHHbIH MepeueHb.

4.16. Ilepeuenv mecm XpaweHus OOKYMEHMOS,
COOepICAUUX, NEPCOHANLHBIE OGHHbIE, YTBEPKIACTCS
npukasoM ['eHepanbHoro aupekropa ObmecTsa win
JIHITa, OTBETCTBEHHOTO 3a OpraHM3alMio oOpaboTKH
IITu B O6bmectee. B cnmydae HeoOXOAUMOCTH
BHECeHUS W3MeHeHMH B Ilepeuenv mecm Xpanenus
OOKYMEHMOB, COOEPIICAUX NEPCOHATLHBIE OaHHbBIE,
3aHHTEPECOBAHHOE JIHLO 0043aHO OOpaTHTBCH K
JIMLY, OTBETCTBEHHOMY 3a OpTraHu3almio o6paboTku
HEePCOHANBHBIX JaHHBIX B OOmecTBe, ¢ LEJbIO
BHeCceHHs M3MeHeHHH B Ilepevenv mecm xpanenus
OOKYMEHMO8, COOEPIHCAUUX NEPCOHANbHYIE OaHHbIE.
XpaHeHHe HOOKyMeHTOB, coiepxaummx IIJIH, B
HOMEMIEHUAX WM MHBIX MeCTaX XpaHeHHd, He
BKIIOYEHHBIX B Ilepeuens Mmecm  XpaneHnus



4.17. The order of access to the premises in which
the processing of Personal Data is carried out, as well
as to the places for storage of documents and material
media containing Personal Data, is established by the
Rules of access of employees to the premises where
personal data is processed and to the places where
documents containing personal data are stored,
which are approved by the order of the General
Director of the Company or by the order of the person
responsible for organizing the processing of Personal
Data in the Company.

4.18. The processing time periods and other
conditions-for terminating the processing of Personal
Data are determined in the List of personal data,
which is approved by the order of the General
Director of the Company or by the order of the person
responsible for organizing the processing of Personal
Data in the Company. The Policy on the destruction
of personal data is approved by the order of the
General Director of the Company or by the order of
the person responsible for organizing the processing
of Personal Data in the Company.

4.19. Subjects of Personal Data have the right to
obtain information indicated in the Law on Personal
Data. Subjects of Personal Data have the right to
obtain from the Company rectification of their
Personal Data, their blocking or erasure where
Personal Data are incomplete, irrelevant, inaccurate
or unlawfully processed, or are no longer necessary
in relation to the purpose for which they were
processed, as well to take any other measures to
protect their rights in accordance with the law. The
Rules for comsidering inquiries from personal data
subjects are approved by the order of the General
Director of the Company or by the order of the person
responsible for organizing the processing of Personal
Data in the Company.

5. TRANSFER OF PERSONAL DATA

5.1.  Incases stipulated by the Personal Data Law,
the Company may ftransfer Personal Data to
governmental and municipal agencies and to other
operators of Personal Data. In particular, the
Company may transfer Personal Data to the
government authorities mentioned below:

— tax authorities;

— customs authorities;

— financial authorities;

— law enforcement authorities;

— border authorities;

— migration authorities;

— export control authorities;

OOKYMEHIMO8, COOEPICAYUX NEPCOHAIbHBIE OGHHDIE,
He JIOMyCcKaeTcs,

4.17. Tlopamox AOCTyna B IOMEHMIEHHs, B KOTOPBIX
Bemercss obpabotka I1JIH, a Tarke K MecTam
XpaReHH OOKYMEHTOB M MATepHATLHBIX HOCHTENIEH,
conepxamyx II/1H, ycranasnmBaercs IIpasunamu
oocmyna pabomHuKoe 6 nomeujenus, 6 KOmopwix
gedemcs  0bpabomxa RNEPCOHANLHBIX OGHHBIX, a
MaKce K MeCmam  XpaHeHus — OOKYMEHMO8,
COOEPICaUX  NEPCOHANBHBIE  OAHHBIE, KOTOPHIE
YTBEPIKAAIOTCS NPHKa30M 'eHepaibHOro OUpeKTOpa
ObmecrBa wiaM  JHLA, OTBETCTBEHHOIO  3a
opranuzammio oopaborku ITJIH B OGmectse.

4.18. Cpoxu_ o00paboTKH ¥ HWHBIE YCIIOBHUS
npexpamenust o6paborku [1JIH onpenensiorcs B
Ilepeune  nepconanvHuix  OQHHBIX,  KOTOPBIH
YTBEPXKIACTCs 1IPHKa3oM I'eHepanbHOro aupekropa

O6mecTBa WIH  JIHMI[A, OTBETCTBEHHOTO  3a
opranmsanuio  obpabotku IIJ[H B  OOGumiecrse.
Ilonoxcenue 06  YHUMMOJICEHUU  NEPCOHANBHBIX

OGHHBIX YTBEPKIAETCA TPHKa3oM I eHepasibHOro
Jupekropa OOInecTBa WK JTWITA, OTBETCTBEHHOIO 33
opranuzanmio o6padorku I1TH B OGmecTre.

4.19. Cy6wexrs IIJIH uMeIOT IpaBo Ha MOIyYESHHE
CBEJICHMH, YKa3aHHBIX B 3aKOHE O NEPCOHATBHEIX
nannblx. CyOpextel IIJIH Bhpare TpeGoBarh oOT
O6mecrsa yrounenns ux I1J[H, ux GIoKHpOBaHHs
WIH YHHYTOXEHHS B citydae, ecnd I1J[H sBisioTcs
HETIONHBIMH, YCTAPEBIIIMMH, HETOYHBIMH, HE3aKOHHO
MIONYYCHHBIMH WM HE ABIAIOTCS HEOOXONHUMBIMH
I 3adBIEeHHOW Lems oO0paboTkH, a Takxke
NPHHMMATE HHBIE TPENYCMOTPEHHBI® 3aKOHOM MEPBI
N0 3allliTe CBOMX IpaB. [Ipasuia paccmompenusn
3anpoco8  CyOvbekmos  NEePCOHANbHBIX — OAHHBIX
YTBEPXIAIOTCA MpuKa3oM ['eHepanbHOro qupexTopa
ObmectBa WIM JHIa, OTBETCTBEHHOIO  3a
opra"mzamuio obpadbotku IT/Ty B Obimectse.

5. ITEPEJJAYA IIEPCOHAJILHBIX
JAHHBIX
5.1. B caydasx, OpeRyCMOTPEHHEIX 3aKOHOM O

NepCOHANBHEIX  JaHHBIX, OO0mecTBo  MOXET
ocymecTBIATE nepeaady I1JIH rocynapcTBeHHBIM M
MyHHMUMIAIBHBIM OPraHaM M HHBIM OIEpPATOpaM
IT1Ta. B wactHOCTH, O0IECTBO MOXET TiepeaaBarh
I11H cireayroluM opraHaM BJIACTH:

—~ HAJOTOBBIE OPTaHBI;

— TaMOXXCHHBIE OPTaHEL;

— (uHAHCOBEIE OPraHEL;

— TpaBOOXpaHUTEIbHBIEC OpTraHbl;

— IIOTPaHHUYHBIE OPTaHbI;

— MHTPalMOHHEIE OPTaHEL;

— Oprasbl SKCIOPTHOTO KOHTPOJIS,



— executive bodies authorized in the field of
countering technical intelligence and technical
information protection;

— executive bodies authorized in the field of
security;

— authorities performing the functions of control
and supervision in the field of communications,

information technology and mass
communications;

— antitrust authorities;

— executive authorities carrying out official
statistical accounting and control in the field of
official statistical accounting;

— authorities exercising state supervision over
compliance with labor legislation;

— military commissariats and other bodies carrying
out military registration;

— social protection authorities;

— social insurance agencies;

— pension funds;

— bodies performing the functions of control and
supervision in the field of healthcare;

— units of municipal government.

5.2.  If any Personal Data of Employees and/or
Counterparties are included in publicly available
Personal Data sources for organizing information
exchange and communications of the Company, the
Company can freely provide relevant Personal Data
to third parties.

5.3.  The transfer of Personal Data for processing
to other third parties in other cases is allowed, while
the conditions specified below are adhered to:

— processing by a third party of Personal Data
provided to the Company by the Personal Data
subject (its legal representative) can be carried out
only in the following cases:

e under the consent of the Personal Data
subject (his/her legal representative), if such
consent is required in accordance with the
requirements of the Personal Data Law; or

e processing of Personal Data is necessary for
the execution of a contract, the party to
which, the beneficiary of which or the
guarantor for which is the Personal Data
subject, and also for the conclusion of a
contract at the initiative of the Personal Data
subject or a contract of which the Personal

— opraHsl HCTIONTHATEIbHOM BJIACTH,
YIIOJHOMOYEHHEIe B 00J1acTH NPOTHBOJEHCTBHS
TEXHUYESCKHM pa3BeIkaM H TEXHWYECKOH 3aLMThl
HHGbOpMALIHH;

— Oprassl HCTIONHUTETEHON BIIACTH,
YIIOTHOMOYEHHBIE B 001acTH 6€30IMacHOCTY;

— OpraHbl, OCYyHICCTBIIIOIIHE GYHKIMH  TIO
KOHTPOJIO ¥ Hama3opy B cdepe cBizm,
MHQOPMALIMOHHBIX TEXHONOTHH H MAacCOBBIX
KOMMYHHKAIHIH;

~ AHTHMOHOIIONIEHBIE OPIaHbl;

— Oprassl HCIIOHUTENBHOH BJIACTH,
OCYIIECTBIISIOIINE o(puLHATBHBIA
CTaTUCTHYECKMH Y4eT M KOHTpPOIb B cdepe
O(HLIHANBHOTO CTATHCTHYECKOTO YUeTa;

— OpraHbl, OCYIIECTBISIOUIHE TI'OCYAApCTBEHHBIA
HaA30p 3a cobmoneHHeM TPYIOBOTO
3aKOHOJIATENbCTRA,;

— BOGHHBIE KOMMCCApuaThl UM HHBlE OpTaHbl,
OCYIIECTRIISIOI[HE BOUHCKHI y4eT;

— OpraHbl COLIMAIBHOH 3allUThI;

— OpraHbl COLHANILHOTO CTPaXOBaHMS;

— TieHCHOHHbIE (OHABL;

— opraHel, OCYIIECTBIfIOmME (YyHKUMHM 1O
KOHTPOJIIO ¥ Ha30py B cepe 31paBooXpaHeHHS;

— noApa3sfeNeHHs  MYHHLMIIAILHBIX  OpPraHoB
YIOpaBJICHUS.

5.2. Ecmu xakue-nubo ITJn PabotaHukoB w/uiu

KoHTpareHTOB  BKJIIOYEHBI B  OOIIENOCTYIHBIE

wctounvku  IIJlH B Hemax  opraHusanuu

WHQOpPMALMOHHOrO o0MeHa M  KOMMYHHUKAIMH

Obectra, O61mecTBO MOXKeT ¢BODOOAHO

npenocTapnaTek cooTBercTByromuye I1ln TpeThum

JIULAM.

53. Ilepemaua II/lz mna oO6pabGoTKM HMHBIM

TPETHHUM JIML@M B HMHBIX ClTydasx JOIMycKaeTcs TNMpU

OJTHOBPEMEHHOM COOMIOAECHMH YCJIOBHUH, YKa3aHHBIX

HIDKE:

— obpabotka TPeTbUM JIHLIOM I1H,
npenocraeieHHslx O6mectBy cydwsexrom I1J[H
(er0  3aKOHHBIM  TIPEJCTABUTENIEM), MOXKET

OCYUISCTBJIATECA TOJBKO B CICAYIOMHNX CITyvdasax.

e ¢ cormacusa cyOrekra I1J[H (ero zaxoHHOrO
MPEOCTABHTEIA), €CIAM IOIyYeHHe TaKOro
COTJTacHsi HeoOXOOMMO B COOTBETCTBHH C
TpeOOBaHMAMH 3aKOHa O TEPCOHATBHBIX
JMAHHBIX; WK

e ofbpaGorka II/lH  Heobxommma  Juis
WCTIOJTHEHHS AOTOBOPA, CTOPOHOKH KOTOPOro
6o BEITOJIONpHOOpeTaTeneM WITH
MOpYYHTENeM MO KOTOpOMY  ABJIAETCA
cyowext [1/IH, a Tamke U 3aKIIIOYEHMS
JOrOBOpa MO HWHHLMaTHRe cyObekta I1/H
WIH JOrOBOpa, Mo xoropoMy cyowsext I1JIH
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Data subject will be the beneficiary or
guarantor; or

o if the third party to whom the Personal Data
is transferred can confirm that it has other
legal grounds for obtaining the Personal Data

from the Company and its subsequent

processing.

— apart from cases when the legislation permits
otherwise, the transfer of Personal Data to a third
party can only be carried out on the basis of an
agreement concluded with the Company, in
which;

e An obligation is established for the third

party to maintain the confidentiality of

Personal Data and to ensure the safety of
Personal Data during processing;

¢ A duty is established for the third party not
to disclose or transfer Personal Data without
the consent of the Personal Data subject,
unless otherwise provided by the legislation
of the Russian Federation;

e if the Company entrusts the third party to
process Personal Data, in such agreement a
list of actions (operations) to be carried out
with Personal Data and the purposes of
Processing of Personal Data shall be defined,
and the requirements for the protection of the
Personal Data shall be specified in
accordance with Article 19 of the Personal
Data Law.

5.4. The Company can carry out a cross-border
transfer of Personal Data only under the condition
that the collection of transferred Personal Data has
been recorded, systematized, accumulated, stored,
clarified (updated and modified) and retrieved
Personal Data of citizens of the Russian Federation
using databases located on the territory of the Russian
Federation, except in cases specified in the Law on
Personal Data. The Company may carry out a cross-
border transfer of Personal Data to territories of
foreign states that do not provide adequate protection
of the rights of the Subjects of Personal Data only in
the cases provided for by Article 12 of the Law on
Personal Data.

5.5. Answers to written inquiries of state bodies
and third parties are given in writing on the letterhead
of the Company and to the extent that it does not

OyaeT SBIATECA BBHIFOHONPHOOpETATENEM
WM NOPYYHTENEM; HWIH

® €CIIM TPeThe JIHLO, KOTOPOMY NepeaaroTcs
II/TH, DOATBEpPANT HaNMYHE Yy HEr0 HHBIX
3aKOHHBIX OCHOBAaHMH Ans momydenus I1Jx

y Ofmectea H ero mocregymoomei
00paboTKH.
— KpOMe CIIy4YaeB, KOIJla 3aKOHOAATEIbCTBOM

JIOIyCKaeTcss MHoe, nepefada [1/[n TperseMy
ULy MOXeT OCYIIECTBIAThC TOJIBKO HA
OCHOBaHMM  AOTOBOPA,  3aKIIOYECHHOIO  C
OO01ecTBOM, B KOTOPOM:

e VYCTaHOBJCHA OOA3aHHOCTH TPETHETO JMLA
‘cobmonare KoHGuAeHUHaIbHoCcTs I1(H M
obecneunBate GesonacHocts [1J[H mpu ux
obpaboTke;

®  YCTaHORJIEHA O0A3aHHOCTH TPETHETO JIUI[A HE
pacKphiBaTh M He pacnpocTpaHiaTh [1/1H Ge3
cornacust cybwekra IIJIH, ecmu uHOe He
IPenyCMOTPEHO 3aKOHONATENECTBOM
Poccuiickoit @eneparmm;

¢ B ciaydae nopyyeHus OOLIECTBOM TpeTheMy
JUIy OCYIIECTBIIATH oOpaborky IIJu B
TaKOM JIOTOBOPE ONpEACNIEHEl TepeueHb
AekicTBuii  (omepaimif), Kotopele OyayT
ocymectenarhes ¢ IT/[H, memu obpaboTku
ITI/ln, a TarKke ykasaHel TpeOGOBaHUA K
3aImTe oOpabarbiBaeMbIX J DI ;i B
COOTBETCTBHM cO cratheil 19 3akoma o
TIepCOHANBHBIX JAHHBIX.

54.  Obmectso MOXKET OCYIIIECTBIATh
TpaHcrpanuyHyio nepegady IIJ[H Tompko mpu
YCIIOBHH, 4TO Ipu cbope nepenasaeMeix I1/IH 6bu1a
obecriedyeHa 3aMych, CHCTEMATH3AIMA, HAKOIUICHHE,
XpaHeHHe, YTOYHeHHe (OGHOBIEHHE, W3MEHEHHE),
ussiieuenue 11JIH rpaxaan Poccuibickoit @enepauun
C HCIIONIB30BaHHEM 0a3 JaHHBIX, HAXOMAMIMXCS HA
TEPPUTOPHH Poccutickoit ®Oenepanmyy, 34
HCKIIIOUEHHEM CJIyYaeB, YKa3aHHEIX B 3aKOHE O
MEPCOHANBHBIX  OaHHBIX. OOMmMECTBO  MOMKET
OCYIIECTBIIATh TPaHCTPaHWUHYIO nepeaady [1JIH Ha
TEPPUTOPUHM  HHOCTPAHHBIX  TOCYAApCTB,  HE
obecreunBaOMX  aJeKBAaTHOM  3amMTBI  IpaB
CyOBEKTOR I, TOJILKO B CITyvasx,
NpegyCMOTPEeHHBIX  craThedi 12  3akoHa o
TePCOHATTBEHBIX TaHHBIX,

5.5. OTBeTEl Ha  NMCHMEHHEIE 3a1pocCH!

TOCYAapCTBEHHBIX OPTaHOB H TPETHHX JIMIL JAalOTCS B
NMUCBMEHHOM (opme Ha Omarke OOGLmECTBA M B TOM
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allow the disclosure of excess Personal Data of the
Personal Data subjects.

6. FEATURES OF PROCESSING OF

PERSONAL DATA RELATING TO
EMPLOYEES
6.1.  Processing of Employees' Personal Data may

be carried out only in order to ensure compliance with
laws and other regulatory legal acts, assist Employees
find employment, and receive education and
promotion, ensure the personal safety of Employees,
monitor the quantity and quality of work performed
and ensure the safety of property.

6.2. Employees and their representatives should
be acquainted with the documents of the Company
establishing the procedure for processing of Personal
Data of Employees, as well as their rights and
obligations in this regard.

6.3. When formalizing the employment
relationship with the Employee, the Employee's
personal file is created and is subsequently stored in
the Company. Personal files are stored in paper form
in folders. Personal files are located in a dedicated
metal filing cabinets, that provides protection against
unauthorized access, and are arranged in alphabetical
order. The person responsible for keeping and
storing/ensuring the storage of Employees' personal
files is an HR Administrator.

6.4. The Employee's personal file consists of the

following documents:

— employment contract;

— documents relating to employment (evaluation
lists, documents related to transfer, addenda to the
employment agreement, job descriptions,
recommendations, characteristics, etc.).

6.5.  The Employee's personal card is a document
of the unified form No. T-2, which is filled out on the
basis of the order (instruction) on hiring employees of
all categories. The employee's personal card is
maintained throughout the entire work activity of the
Employee. Changes made by the Company must be
supported by relevant documents.

obbeMe, KOTOpHIH IO3BOJSIET HE pasriallaTh
u30bITouHbIM 00beM I1/TH o cyOnexTax I1/1H.

6. OCOBEHHOCTH OBPABOTKH
MNEPCOHAJILHBIX TAHHBIX PABOTHUKOB

6.1. O6paGorka IIJln PabGoTHHKOB
OCYIIECTBNATECS ~ HCKIIOYHTENBHO B IEJAX
obecneyeHnd COOMIOMEHHS 3aKOHOB W WHBIX
HOPMATHMBHBIX  TNpPaBOBBIX AaKTOB, COAEHCTBHA
pabOTHHKaM B  TpPyZOYCTpOHCTBE, MOJYYECHHH
oOpazoBaHiss W TPOABIXKEHHM 1O  CiIyxbe,
obecnieueHud AU4YHOM OesomacHocTn PaOOTHHMKOB,
KOHTPOJII KOJIMYECTBA W KAaueCcTBa BbINOIHAEMOH
paboTsl M 06ecreYeHHs COXPaHHOCTH UMYIIECTBA.

MOXET

6.2.  PaboTHHKH WU WX MNpPEACTaBHTENH ITOJDKHBI
OBIT O3HAKOMIJICHBI TOJI POCHMCH € NOKYMEHTaMH
O06mecTna, YCTaHABJIMBAIOLLIMMHU OPSAJOK
o6pabotku [11d PaboTHHKOB, a TakxKe 00 X NpaBax
H 003aHHOCTAX B 9TOH 007aCTH.

6.3. Tlpu odopmneHnd TpyIdOBBIX OTHOLICHHH C
Pa6orHukoM popmupyeTcs muuHOe fesio PaboTHuka,
kortopoe xpanutcs B O6mectBe. JluuHble aena
xpaHsiTcs B GyMa>kHOM BHJZIE B nankax. JIuunsle aena

HaxoaAaTcAa B CIICIHANIBHO OTBCJECHHBIX
MCTAJIMYCCKHUX aApXHBHBIX I.I.IKa(baX,
obecrnevynBarOMKX 3aUTY oT

HECaHKIIMOHHPOBAHHOTO JOCTYIA, M PAcroiaralTcs
B ajidaBUTHOM nopsaake. OTBETCTBEHHBIM 32 BEICHHE
W XpaHeHue/obecrneueHue HaIJIeXKaWEro XpaHCHHs
JNUYHBIX el PaGoTHHUKOB gBISETCS ACCHCTEHT MO
KapOBBIM U aAMUHHUCTPATHBHBIM BOIIPOCAM.

6.4, Jluuoe peno PaOoTHHKA COCTOHMT M3
CNEYIONIMX JOKYMEHTOB!
— TPYHOBOIi JOTOBOP;

— HOKYMCHTHI, CBS3aHHBIC C prIlOBOﬁ
JCATENNBPHOCTEIO (aTTeCTa].IPIOHHBIe JIUCTEI,
JOKYMCHTEIL, CBA3aHHBIC c NCpEeBOOOM,

JIOTIONIHUTENNbHEIE COTJIAIICHHS K TPYAOBOMY
JOTOBOPY, JIOJDKHOCTHBIE WHCTPYKLIHH,
PEKOMEHAIINH, XapaKTCPHCTHKH JIp.).

6.5.
YHUOULHPOBaHHOW  (OPMBI
3aIIOIHAETCS Ha OCHOBaHHUM IIpHKa3a
(pacnopspxkennss) © mpueMe Ha pabory Ha
PaGoTtHikoB Bcex kareropuil. JIMyHas KapTouka
paboTHHKa BefleTcd Ha NPOTSHKEHHM BCeH TPYNOBOK
gesarenpHocTH PaGorHuka. M3sMeHeHMs, BHOCHMBIC
O6iiecTBOM,  JODKHBI ~ OBITH  TTOATBEPKACHBI
COOTBETCTBYIOLIAMH JOKYMEHTaMH.

JluyHas xaprouka PaboTHHKa — OOKyMEHT
Ne T-2, xoTopsIi
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6.6. In addition to personal files, the Company
creates and stores/ensures the storage of the following
documents containing Employees' Personal Data:

— employment record books;

— T-2 personal card;

— originals and copies of personnel orders;

— documents of certification and advanced training
of employees;

— documents of internal
reports, protocols, etc.);

— copies of reports sent to state statistical bodies, tax
inspectorates, higher-level management bodies
and other institutions;

investigations (acts,

— others.

6.7.  Employees' employment records are kept in
fireproof safe.

6.8. Personnel orders, time sheets, logs and other
documents containing Employees' personal data are
stored in special folders in lockable drawers in the
filing cabinet.

6.9. Employees must not waive their rights to
preserve and protect secrets.

6.10. If, in accordance with the current legislation,
an Employee's written consent is required to process
the Employee's Personal Data, then the Company has
the right to process such Employee's Personal Data
only after receiving his/her written consent.

6.11. All of an Employee's Personal Data should be
received from him/her. If Personal Data can only be
obtained from a third party, the Employee must be
notified in advance and written consent must be
obtained from him/her. The Company must inform
the Employee of the objectives, intended sources and
methods of obtaining Personal Data, as well as the
nature of the Personal Data to be received and the
consequences of the Employee's refusal to give
written consent to receive them.

6.12. The Company has the right to receive and
process the Employee's Personal Data on the basis of
his/her membership in public associations or his/her
trade union activities only in cases stipulated by the
legislation of the Russian Federation.

6.13. When making decisions that affect the
interests of the Employee, the Company has no right

6.6. OO0miecTBO, KpOMe JHUYHBIX A€, CO34AcT W
XpaHuT / obecreuMBaeT XpaHeHWe CIENYIOLIUX
JOKYMEHTOB, coaepaxammx I1Iu PaGoTHuKOB:

— TPYHOBBIE KHIDKKMU,

— kaprouku T-2;

— TOIJHHHHKH W KOIMH NIPHUKA30B (pacnopsHKeHHin)
IO KaJgpam;

— MaTepuajbl  arrecTauuii.  H
kBaudUKapii pabOTHHKOR;

— MaTepHalbl BHYTPEHHUX paccienoBaHuii (aKThl,
JOKJIaJHblE, TPOTOKOJIBI U JP.);

— KOIMH OTYETOB, HaIpaBJIAEMBIX B
rocyJapcTBEHHBIE OpraHbl CTATHCTHKH,
HAJIOTOBBIE MHCIIEKIHH, BBIIIECTOSIIHE OPraHbl
yTIpaBlIeHU H APYTHE YUPEKACHUS,

— JIpyrue.

TIOBBIIICHHA

6.7.  Tpynosbie kHWXKH PaboTHHKOB XpaHsiTcs B
noXapocToiikoM cefide.

6.8.  Kanposrie npukassl, Tabenn yuera paboyero
BPEMEHH, JKYPHATIBI PETUCTPALIMH, UHBIE JOKYMEHTHI,
coaepiKaIllie IepCOHANbHBIE JaHHbIe PaGOTHHKOB,
XpaHATCS B CHEIMAIBHBIX IANKax B 3alMpaeMBIX
AMKAX KAPTOTEKH.

6.9. PaGoTHHKM HE NOMKHBI OTKa3BIBATHCA OT
CBOMX TIpPaB Ha COXPAHEHHE U 3aIUUTY TalHEI.

6.10. Ecmu B COOTBETCTBHH ¢ JAEHCTBYIOIUM
3aKOHOATENHCTBOM N 00pabotku [1/Ju PaGoTHuka
TpebyeTcs ero MUCbMEHHOe comiacke, To OOLIeCTRO
uMeeT npapso obpabareiBaTh Takue 11/In PaGoTHuka

TONBKO MOCA€ TMONy4eHMs €ro IHCHMEHHOTO
coryjacus.
6.11. Bce I1/lu PabGoTHHKka cnenyer monydars y

Hero camoro. Ecmu IIJ[H BO3MOXHO IOMYYHTEH
TOJNBKO Y TPETbEH CTOPOHH, TO PaboTHHK noibKeH
OBITH YBEHOMIIEH 00 3TOM 3apaHee U OT HEro JOJDKHO
OBITH MONY4YeHO MUCHEMEHHOe cornacue. OOIECTBO
JomkHAa  coobmuTh  PabGoTHMKy o0  pemsx,
OPEANOIAraéMbIX ~ HCTOYHMKaX W crmocobax
nony4eHus I1/1H, a Taroke 0 xapakTepe MOAIEKAIIHUX
nonyueHuto I1J]n v nocnencTeuax otkaza PaGoTHuka
JaTh MUCEMEHHOE COTJIacHe Ha UX TIOJyYEHHE,

6.12, OOmecTBO MMeeT TPaBO TNOMyYaTh U
obpabareiBate I1/ln PaGothHuka 0 ero uneHcTBe B
OOIIECTBEHHBIX 00beAMHEHUSX HITH €ro
npodCOIO3HON MIESATENBHOCTH TOJNBKO B Cilydasx,
NIPeIyCMOTPEHHbIX 3aKOHOAATENBCTEOM PoccHiickoii
Denepaliun.

6.13. Ilpu NpHHATHM pelieHMH, 3aTpardBaOLIMX
uHTepeckl Paborarka, O0mecTBo He uMeeT mpasa
OCHOBBIBATHCSA Ha T1]IH, MOJIY4EHHBIX
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to rely on Personal Data obtained only as a result of
automated processing or electronic receipt.

6.14. The protection of the Employee's Personal
Data against unauthorized use or loss must be
provided by the Company at the expense of its funds
in the manner prescribed by the legislation of the
Russian Federation.

6.15. The Employee is obliged to use equipment or
communications owned or paid by the Company only
for the purposes provided for in the local regulatory
acts of the Company. The Company has the right at
any time to extract, view and read any files,
documents or messages created, sent or received by
Employees using equipment or means of
communication owned or paid for by the Company
(which are therefore considered service files,
documents and messages) without further notice. The
Company also has the right to process information
about Employees obtained through video surveillance
systems used in the Company in relation to issues of
ensuring compliance with laws and other regulatory
legal acts, ensuring the personal safety of Employees,
monitoring the quantity and quality of work
performed and ensuring the safety of property and
compliance with local representative acts of the
Company.

6.16. In the event of a change to the Employee's
Personal Data, including changes to family name,
first name, patronymic and family composition,
address of permanent residence (registration), address
of temporary (actual) place of residence and contact
telephone numbers, the Employee must notify the
Company and submit relevant supporting
documents within 10 (ten) days from the date of such
changes.

6.17. In order to ensure the rights of the Employee
(including the right to provide additional guarantees
in the case of dismissal or to prohibit dismissal), the
Employee is obliged to notify the Company about
admission or withdrawal from a trade union, the
occurrence or termination of pregnancy, the
emergence or termination of another state within the
same period, which, in accordance with current
legislation, is a condition that would provide the
Employee with additional guarantees from the
Company.

HUCKITIOUUTEIILHO B pesynbTaTe 179:4
aBTOMATH3HPOBAHHON 00pabOTKH MITH 2IEKTPOHHOIO
NOTy4YECHHS.

6.14. 3amura s PaboTHuka oT
HENPAaBOMEPHOTO MX MCHONB30BAHHS WM YTPaThl
noivkHa ObITE ofecmeuena OOmecTBoM 3a cuer
COOCTBEHHBIX CPEICTB B TNOPSJKE, YCTAHOBIEHHOM
3aKOHOAaTeIECTROM Poccutickoll Menepanuu.

6.15. PaboreMkx 00s13aH HCIIONIE30BATh
obopynoBaHue WK cpezcTBa CBSI3H,
NpHHAVICKAIME WK oInadhBaeMble OOLIECTBOM,
HUCKJIIOYHTENIbHO B LENsX, IPeLyCMOTPEHHBIX
JIOKAJbHEIMH HOPMATWUBHBIMH akTamu OOmmecTsa.
O61mecTBO MMeeT MpaBo B 000e BpeMs N3BJIEKATH,
NpOCMATpHBATE W- YHTaTh JI0Oble  hakinel,
JIOKYMEHTbl ~ WJIH  COOOILEHMS,  CO3/aHHEIE,
OTMpaBJieHHbIE WM ToMyyeHHble PaboTHMkaMu ¢
MCIOIb30BaHHEM 000PYIOBaHKS HIIH CPEACTB CBA3H,
NpHHATEXKAIIMX WK olulaunBaeMbix ObmecTsoM
(KoTOphle B 3TOM CBA3M CUMTAIOTCA CIIyKeOHBIMH
daiinamp, JOKyMeHTaMH W coobuienusamu), 6e3
naneHeimero yeeaomieHus. OOIIECTBO — TakKe
BrpaBe oGpabaTeiBaTh cBeaeHua o PaboTHukax,
MOTY4EHHbIE MOCPEZICTBOM CHCTEM
BHACOHAONMIONEHHS, NTpuMeHseMbix B OOmiecTBe, B
OTHOILIEHHH BOMpocoB obecrieueHus coOMOAECHUS
3aKOHOB M WHBIX HOPMATHBHBIX NPABOBBIX aKTOB,
obecnieyenus aHuHOM GesonacHocTH PaboTHHKOB,
KOHTPOJI KOJMYECTBA M KAueCTBa BBINOIHAEMOMH
paboThl M O0ecreueHHsl COXPaHHOCTH HMYIIECTRA,
COOMIOJEHHS  JIOKAJBHBIX HOPMATHBHBIX  aKTOB
Ob6mecTre.

6.16. B cnyyae uzmenenus [1/]a PaGotHuxka, B TOM
yucne HM3MeHeHHMs GaMWTUHM, HMEHH, OTYecCTBa,
COCTaBa CEeMBbH, apeca IOCTOSHHOIO MeCTa
JKUTENbCTBA (pEerucTpanuy), ajpeca BPEMEHHOIO
(pakTHyeckoro) MecTa JKHMTENLCTBA, HOMEPOB
KOHTAKTHBEIX  TenedonoB, PaboTrHuk  gomxkeH
yBenoMuts 06 3ToM OOINECTBO M INPEACTABHTH
COOTBETCTBYIOIIME NOATBEPKAAIOMNE JOKYMEHTH B
Teuenne 10 (gecsTH) AHeH ¢ AAThl TAKMX H3MEHEHUH.

6.17. Jlna ueneit obecrievenus npag PaborHuka (B
TOM  4YWCNle, TIpaBa Ha  NPEJOCTAaBICHME
JOMOJIHUTEIBHBIX TapaHTHH MPH YBOJIbHEHHY WK Ha
3anpeT YBOJMBHEHHs), PaGOTHHK B Te K€ CPOKH
o6s3aH yBeaomaaTe O61ecTBO 0 CBOEM BCTYILUICHHH
WA BBIXOJle W3 INpodcoro3a, BOSHUKHOBEHUM WM
TIpeKpalleHAN COCTOSIHUSA 6epeMeHHOCTH,
BO3HHKHOBCHHH  WJIH  IIPEKpallleHMd  HHOTO
COCTOSIHHA,  KOTOpO€ B  COOTBETCTBMM  C
JNEHCTBYIOIIMM  3aKOHOJATENBbCTBOM  SBIAETCA
yCIOBHEM NPEeJOCTaBICHHSA Pabotauky
IOIIOJHATEIBHBIX rapaHTHii co cTopoHs! OfInecTBa.
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6.18. In order to ensure the protection of Personal
Data stored at the Company/storage of which is
ensured by the Company, Employees have the right
to:

— receive complete information about Personal Data
and the processing of this data;

— free access to their Personal Data, including the
right to receive copies of any record containing
the Employees' Personal Data, except as required
by the laws of the Russian Federation;

— require the exclusion or correction of incorrect or
incomplete Personal Data, as well as Personal
Data processed in violation of the requirements
defined by the legislation of the Russian
Federation. If the Company refuses to exclude or
correct the Employee's Personal Data, he/she has
the right to express his/her disagreement with the
appropriate justification of such disagreement in
writing to the Company. The Employee has the
right to supplement his/her Personal Data of an
estimated nature with a statement expressing
his/her own point of view;

— require that the Company notify all persons who
were previously informed of the Employee's
incorrect or incomplete Personal Data about all
exceptions, corrections or additions made to the
data;

— appeal in court any unlawful actions or omissions
of the Company within processing and protecting
their Personal Data;

— identify their representatives to protect their
Personal Data.

6.19. After an Employee has been dismissed, the
relevant documents are filed (the application of the
Employee, the order to terminate the employment
contract, etc.); a final inventory is made; and the
personal file is transferred to the archives.

6.20. After the dismissal of an Employee, his/her
Personal Data are stored by the Company for the
period stipulated with the consent of the Employee
and/or the Employee's employment agreement. If the
Employee's consent and/or the Employee's
employment agreement do not determine the period
for which the dismissed Employee's Personal Data is
stored, the Personal Data shall be stored for a period
established by law.

7. PERSON
ORGANIZATION
PROCESSING OF PERSONAL DATA

RESPONSIBLE FOR THE
OF

6.18. B 1memax of0ecrnedeHHus 3amIUTHI
KOTOpble XpaHUT / ofecleunBaer
O6mecTro, PaboTHHKM UMEIOT IPABO:

1 /Ts,
XpaHeHHe

— Ha monHyro uHboOpMamuioo o cBoux [IJH u
00paboTKe STUX JaHHEIX;

— Ha CBOOOAHEIA O€CIUIATHBIM OOCTYH K CBOMM
I1[H, BrIOYas NpaBO Ha MOMYYEHHE KOIIHM
moboii 3amkcH, copepakaineii I1JTa PaGoTHuKa, 3a
WCKIIOYEHHEM  CIy4yaeB, IpeXyCMOTPEHHBIX
3aKOHOOATENECTBOM PD;

— TpeboBaTe 006 HCKIIOYEHHWH HIH MCIPABJICHHH
HEBEPHBIX MIH Henomselx I1JTH, a Takxke [1]0H,
00paboTaHHBIX C HapylleHHeM TpeGOBaHMIA,
OIpeIENICHHBIX 3aKOHOIaTeNbCTROM Poccuiickoi
Denepamun. [Ipu oTkaze O6mEecTBA UCKITIOYUTD
uiy Menpasuth [1In PaboTHrKa, OH HMeeT mpagso
3afBUTH B NHCbMEHHOH Qopme OObmectBy ©
CBOEM  HECOMNIaCHH C  COOTBETCTBYIOIIUM
o60oCHOBaHMEM Takoro Hecorjacus. PaGoTHuk
HMeEET Npaeo JONOMHUTH ero IIJIH OIeHOYHOro
XapaKTepa 3adBICHUEM, BHIPAXKAIOMIMM  €ro
COOCTBEHHYIO TOUKY 3pEHHs;

— TpeGosare 06 n3BewmeHnn OOMIECTBOM BCEX JIHL,
KOTOPbIM paHee ObUIH COOOIICHBI HEBEPHEBIE MIIH
HenonHele IIJln  PabGoruwka, o060 Bcex
OpPOM3BEICHHBIX B HHX  MCKIIOYECHMSIX,
WCIIPABJICHYAX WIH AONOHEHHX;

— Ob6xanoBaTs B Cyd JOObIE HEMPABOMEPHEHIE
nericteua win  Oesneficteue OOmiectBa mpH
obpabotke u 3amure ero [11x;

— Onpenensars CBOMX NpeACTABUTENEH 11 3aIUThI
cepoux [TJIH.

6.19. Ilocne yponbHeHus PaOoTHuka B JMYHOE
JE€I0 BHOCATCA COOTBETCTBYIOUIME HOKYMEHTEI
(3asBieHMe pabOTHMKA, HpPUKa3 O PACTOPKEHUH
TPYAOBOTO  JOroBopa,  Ap.),  COCTaBJISETCA
OKOHYATEJILHAS OITHCE M JIMYHOE AEJI0 Mepeaaetcs B
apxus.

6.20. Ilocae yponbHeHus PaGorhuka ero IIJIH
xpaHarcs  OOmecTBoM B TeYeHHE  CPOKa,
IpeIyCMOTPEHHOro cornacueM Pabotnuka u (win)
TPYAOBEIM Jorosopom PaGorHuka. B cnyuae ecnu
cormacuem Pabotamka uW  (WiM)  TPYXOBBIM
JorosopoM PaboTHHKa He onpeienieH cpoK XpaHeH s
ITI/Tn yBonennoro Pabothuka, xpaHenwe ero I1J{u
OCYLIECTBJIIETCS B TEUESHHE CPOKa, YCTAHOBJIEHHOTO
3aKOHO/IATEIECTBOM.

7. JINTO, OTBETCTBEHHOE 3A
OPI'AHHU3ALINIO OBPABOTKH
ITEPCOHAJIBHBIX JAHHBIX
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7.1.  The person responsible for organizing the
processing of Personal Data in the Company is
appointed by the order of the General Director of the
Company.

7.2.  The person responsible for organizing the
processing of Personal Data receives instructions
directly from the General Director of the Company
and reports to him/her.

7.3.  The person responsible for organizing the
processing of Personal Data is obliged, among other
things, to:

— exercise internal control over the Company and

Employees' compliance with the legislation of the

Russian Federation on Personal Data, including

the requirements regarding Personal Data

protection;

— inform the Employees of the provisions of the
legislation of the Russian Federation on Personal
Data and the internal policies on processing of
Personal Data and requirements regarding
Personal Data protection and/or conduct training
for Employees on the above issues;

— organize the acceptance and processing of
applications and inquiries of Personal Data
subjects or their representatives, and/or exercise
control over the acceptance and processing of
such applications and inquiries.

7.4.  The person responsible for organizing the
processing of Personal Data, according to the results
of events on familiarization or training of employees
with the requirements of Russian legislation on
Personal Data and local acts on processing of
Personal Data and Personal Data protection
requirements, makes the relevant entries into the
Training log on processing of personal data, the form
of which is approved by the order of the General
Director of the Company or by the order of the person
responsible for organizing the processing of Personal
Data in the Company, and provides storage related to
the current events documents. Maintaining the
Training log on processing of personal data to ensure
compliance with applicable laws, regulations, local
regulations and policies can be carried out with the
involvement of other employees allowed to process
the relevant categories of Personal Data.
Responsibility for the maintenance and security of the
Training log on processing of personal data and other
documents provided for by this clause is assigned to
the person responsible for organizing the processing
of Personal Data in the Company. Processing of
Personal Data associated with compliance with the
requirements of this clause is carried out without the
use of automation in the following ways: collection,
recordal, accumulation, storage, amendments

7.1. JIMilo, OTBETCTBEHHOE 3a OPraHH3aLHIO
06paboTKM MepCOHATBHBIX JaHHBEIX B OO6IiecTse,
HA3HAYAETC MpHKa3oM [ eHepanbHOro AHpPEKTOpa
O6wecrBa.

7.2. Jluno, OTBETCTBEHHOE 32 OPraHHM3AIHIO
00paboTKkH TeEepCOHANBHBIX  JAaHHBIX, TOJNy4YaeT
yKasaHus HemocpeAcTBeHHO oOT I'eHepanbHOro
mupexropa ObImecTBa U NOAOTYETHO €MY.

7.3. JIuo, OTBETCTBEHHOE 3a OpPraHM3aLMIO
06pabOTKM  MEPCOHANBHBIX JaHHBIX  00s3aHO,
MIOMHMO [IPOYero:

— OCYWIECTBNSATb BHYTPEHHMH  KOHTPOJbL 32
cobmopenueMm O6uecTBoM U ero PaGoTHHKaMH
sakoHomarenscTBa Poccmiickoit Qefepaliuu o
[T]I1, B ToM umcie Tpebopanuit k 3amure I1)n;

— JOBOJWTH 10 cBeAeHUs PabOTHUKOB MONOKEHHA
sakoHozxarenbcTBa Poccuiickoit Denepauuu o
I1]IH, noKanbHBIX aKTOB DO BoIpocaM 06paboTku
[1[In, TpeGomanmii k 3amure I u (1)

npoeoauth  oOyuenne  PabotmmkoB 1o
YKa3aHHBIM BOIIPOCaM;
— opraHM3oBbIBATH  mpHeM M 0b6paboTky

obpalneHuii 1 3anpocoB cyonekros I1JIH unm ux
npeacrapuTeneit M (WIH)  OCYIUECTBIIATH
KOHTPONIb 3a mpueMoM M 00paboTkoi Takux
o0palleHuii U 3a1poCcoB.

7.4. JIuuo, OTBETCTBEHHOE 3a OPraHM3alMIO
06paboTKy MepcOHANIBHBIX AaHHBIX, 110 pe3yabTaram
TIPOBE/IEHHss MEPOIIPHATHH O O3HAKOMIICHHIO WM
00y4ueHHI0 PaGotHuKOB TpeboBaHUIAM
3akoHofaTensCcTBa Poccuiickoit @enepanun o 11111,
JIOKaJIBHBIX aKTOB 1O BompocaM obpabotku [11H u
TpeGoranmamM Kk sammre  IIJ[H,  3aHOCHT
COOTBETCTBYIOIME 3amucu B XKypuwanr yuema
uncmpyxkmaxceii  no  npasunam  obpabomxu
nepconanvHulx  Oannvix,  Gopma  KOTOpOro
yTBepKIaeTcs npuka3oM I'eHepasbHOrO JUMpeKTopa
O6mectsa wad  JIMLa, OTBETCTBEHHOIO  3a
opraumsaimio obpaborku IIJ[n B O6mecrse, n
obecnieunBaeT XpaHEeHHE CBSI3aHHBIX c
COOTBETCTBYIOILIMMH MEPOIIPHUATHAMH JOKYMEHTOB.
Benmenve JKyprana yuema uncmpyxkmaogicein no
npasunam 06pabomKu NEpCOHANbHLIX OAHHBIX B
nensx obecrmedeHHs CcoOOMOJEHMA PHMEHHMBIX
3aKOHOB,  IIOJ3aKOHHBIX  aKTOB,  JIOK&JIbHBIX
HOPMaTHBHBIX  aKTOB M  MNOJHTHK  MOXET
OCYILECTBIATBCA c TIpUBIIEYeHHEM MHBIX
PaboTHMKOB, JNOMyIIeHHBIX K  obpaborke
COOTBETCTBYIOIIMX KaTeropuit I n.
OTBETCTBEHHOCT 3a BEIEHHE M COXPaHHOCTH
JKypnana yvema unHcCmpyKmagicel no npaswiam
0bpaGomku  NEpCOHAIbHLIX ~ OAGHHLIX W HMHBIX
JOKYMEHTOB,  IPEIyCMOTPEHHBIX  HACTOAIIUM
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(updates and changes), extraction, use, transfer
(distribution, provision and access), disposal and
destruction, but not copying. The Training log on
processing of personal data is stored for five years
from 1 January following the year in which its record
keeping is terminated. Other documents stipulated by
this clause shall be stored within the time limits
stipulated by the legislation on archival affairs in the
Russian Federation. When maintaining the Training
log on processing of personal data, the following
conditions must be met:

— copying information contained in the
Training log on processing of personal data
is not allowed.

— the Personal Data of each Personal Data
subject can be entered into the Training log
on processing of personal data no more than
once in each case.

8. RESPONSIBILITY FOR DISCLOSURE
OF INFORMATION ASSOCIATED WITH
PERSONAL DATA

8.1.  Persons guilty of breaching rules governing
the receipt, processing and protection of Personal
Data bear disciplinary, administrative, civil law or
criminal liability in accordance with applicable
legislation,

IYHKTOM, BO3JIaraeTcsi Ha JIMIO, OTBETCTBEHHOE 3a
opraHu3aluio o6paboTKM MePCOHANBHBIX AaHHBIX B
ObmectBe. O6paGotka IIJ[H, cBs3aHHas c
cobmonenueM TpeGOBaHWM HACTOAIIErO IyHKTA,
OCYLIECTBIAETCS 0€3 WCNONB30BaHHA  CPEACTB
aBTOMATH3alliK CJIEAYIOIIMMH cnocobamu: c6op,

3allCh, HAKOIUIEHWE, XpaHEHHe, YTOUHECHHE
(obHOBTIEHUE, W3MEHEHHE), H3BJICYCHHE,
HCIIONB30BaHME,  Tepefaya  (pacmpocTpaHeHwe,

NPEIOCTABJICHHE, NOCTYI), yAATCHHE, YHHYTOKEHHE
[1/IH, 32 HCKIIOUEHHMEM KONMPOBaHMA. XpaHEHHE
Kypuana yuema uncmpyxmaoiceii no npasunam
0bpabomxu nepcoHanbbIX OAHHBIX OCYIIECTBIIIETCS
B TeyeHue 5 JieT ¢ | AHBaps rona, ClemyIolIero 3a
roJOM  OKOHYaHUA  €ro  JeNONPOH3BOJCTBA.
XpaHeHHE WHBIX JOKYMEHTOB, NpPeIyCMOTPEHHBIX
HACTOSIIUM THKTOM;- OCYLIECTBISETCS B TECUEHHE
CPOKOB, MpPEIyCMOTPEHHBIX 3aKOHOMATEILCTBOM 00
apxuBHoM nene B Poccuiickolt depepanmm. IIpn
Beaenun Kypuana yuema umncmpykmagceli no
npasunam  006pabomKu  NEPCOHANbHBIX — OAHHBIX
JOJDKHB] COOJTIONATHCA CNSAYIOIINE YCAOBHA:

— KONMpOBaHWe conepxamieiics B JKyprane
ydeTa  uHCmpykmagceii HO  npasunam
obpabomxu NepcoHANbHBIX OaHHbIX
HH(OPMAaLIIK He JOIyCKAETC,

— Ilu xaxmoro cybwekra IIJIlH MoryT
3aHOCUTHCA B AKypnan yuema
uncmpyxkmaoice no npasuiam obpabomxu
nepconanvHuiX Oannelx He 0Gollee OHOrO
pasa B K&X/JOM CIIyJae.

8. OTBETCTBEHHOCTH
PA3IJIAIIEHUE
CBSI3AHHO1 C
JAHHBIMHA

3A

AH®OPMAIIIH,
TMEPCOHAJILHBIMHA

8.1. Jluua, BHHOBHEIE B HapyLIEHHH HOpM,
PEryIHpYIOIMX TOJTy4eHHe, o6paboTKy W 3aluuTy
IT/In, HecyT NHCLUMINIMHAPHYIO, MAaTe€PHAIbHYIO,
aIMMHUCTPATUBHYIO, TI'DaKIAHCKO-TIPABOBYIO MIIH
YTOJIOBHYID OTBETCTBEHHOCTH B COOTBETCTBHH C
JEeHCTBYIOIINM 3aKOHOAATEIBCTBOM.
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